A NEW VISION
Information
Technology Division
FY20 YEAR IN REVIEW
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MISSION

The Information Technology Division provides solutions that upgrade
our technical infrastructure, promote progressive implementations,
and expand our innovative path to benefit all City of Memphis
employees and citizens.

CORE VALUES
1. To operate with integrity
2. To provide quality customer service

VISION
Information Technology is committed to providing
technology-based solutions that enable the City government
to connect with and better serve the constituents of the City
of Memphis in ways that improve the quality of every
experience.

3. To be professional, proactive, and competent
4. To build positive relationships
5. To communicate effectively
6. To find areas for professional development

FOCUS

INFRASTRUCTURE
To ensure our basic technology needs and
systems are in place to operate efficiently.
IMPLEMENTATION
To ensure we are implementing smart
enterprise solutions.
INNOVATION
To ensure we are on the cutting edge of
technology advancements.
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OUR ORGANIZATION
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OUR TEAM

ITD Management Team: (left to right) Augustine Boateng, Steve Crosthwait, Kimberly Bailey, Chrys McDonald, Mickey Alderson, Kelli Werkmeister, Wendy
Harris, Binish Gopal, and Von George.
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OUR PROJECTS

INFRASTRUCTURE

33.33%

IMPLEMENTATION

55.56%

INNOVATION

11.11%
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COVID-19 RAPID RESPONSE PROJECTS
The Information Technology Division gave its immediate support to employees, the community and partner organizations impacted by
the rare COVID-19 virus, directly and indirectly. The ITD implemented the following rapid response initiatives:

COVID-19 Website
Creation
Hazard Pay
Implementation

Digital distribution of vital COVID-19
information
in a timely manner and mode

City Council
Virtual Meeting

Remunerate essential employees for
working in situations that may have
compromised their ability to effectively
avoid COVID-19 exposure

Streaming via GoToMeeting and YouTube

FFCRA-Employee
Paid Leave Rights
Implementation

Microsoft Teams
Implementation

Enable compensation for any City employees
who became sick due to COVID-19 as per
this policy

Enable patrons, employees and other
stakeholders to participate in these
meetings during strict social
distancing measures

Laptop
Deployment

Expedite communication between
employees, clarifies availability of remote
employees, creates a sense of team

Ensure the business of the City and patrons
continues during crisis
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LEAN ADAPTATION
We are committed to lean thinking by
evaluating our processes to ensure they make
sense. We take it one step further by
implementing improvements, eliminating what
does not make sense, and standardizing our
processes.

Our Commitment
As Leaders, We will…
•

Teach You to See Waste

•

Remain Humble

•

Solicit and Welcome Ideas from
Everyone

•

Recognize Everybody’s Contribution as
Valuable

•

Lead with World Class Principles that
are Thoughtfully Applied

•

Invest in You and Your Work
Environment

As Team Members, You will…

“Lean is not just about growing people so that
they feel all happy and involved. It is also about
results – measurable, concrete results, that show
a continual pattern of improvement.”

•

Keep an Open Mind

•

Remain Humble

•

Refrain from Overcomplication

•

Take Responsibility

•

Think Outside the Box

•

Collaborate

•

Accept Change
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INFORMATION SECURITY AWARENESS
Cyber Threat Discovery Conducted by Ernst & Young
The City of Memphis (“CoM”) engaged EY to conduct a Cyber Ransomware assessment
between November 25, 2019 and February 24, 2020 using host-based and network-based
monitoring solutions. EY performed forensics on CoM select devices, a current-state
assessment of the environment for suspicious host-based activity, network-based activity,
and cybersecurity hygiene issues which potentially place the CoM environment at risk.
This report encompasses the findings and recommendations from the host-based
and network-based monitoring period.

Objectives

The objectives of the assessment were to assist and perform certain procedures to help
determine if there are artifacts and malware from threat actors operating within the CoM
network environment. EY conducted the following:
1.
Monitoring to detect potentially compromised systems within
the CoM’s environment
2.
System assessment to evaluate the effectiveness of the current cybersecurity
controls at a point in time
3.
Provide a written report containing the following:
a. Number of systems within the scope of the assessment
b. Number of systems that displayed suspicious activity, such as
presence of malware and/or other threat activity
c. A description of the activity, the hosts affected by it, and a set of
recommendations for the CoM to consider reducing or eliminating
the exposures discovered in the assessment
d. Outline of assessment methodology

used to adjust the watchlists to increase efficacy. Higher risk threats were escalated via
tickets to the Information Security Team for remediation. All escalated threats were
remediated by the CoM.

Conclusion:

The assessment conducted by EY was helpful in measuring the Risk Appetite for the City
of Memphis and provided remediation steps to the CoM contacts. Remediation steps
have been completed as recommended.

Monthly security themed newsletters are a part of the City’s efforts
to keep all employees up to date with current security trends and
methods used by malicious attackers to gain access, infect a
victims’ network or extort victims. We believe knowledge is power!

Findings Summary

Only one higher risk threat was detected in the observed environment, and the
Information Security Team at the City of Memphis should be commended for their efforts.
Though only limited threats were discovered, this assessment does not imply that no
other malicious activities exist in the CoM’s environment nor that the CoM’s computer
network has not been compromised because of the limitations previously mentioned.

Endpoint Detection Monitoring Findings

Carbon Black monitored running processes on endpoints where it was installed. EY used
public and custom detection logic to generate alerts on threats identified by Carbon
Black. EY reviewed alerts to determine reality of the threat. Data from false positives were
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BUDGETARY OVERVIEW

90.4%
53%

19%
12%

18%

-1%

45.2%
31.2%
14.0%
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SHAPING THE FUTURE OF IT
TECH DAY
The Information Technology Division is committed to its support of career education and regularly participates in community learning events. Tech Day
allows member organizations to provide educational tours to Memphis area students. This learning experience provides insight and inspiration on
careers available in the Information Technology sector. Photos of Tech Day events sponsored by the Greater Memphis IT Council and Shelby County
Schools are pictured below.

The ITD presented the Map901: Building Rich Interior Hazard Maps for First Responders Technology demo to a group of students at Southwest Tennessee Community College.
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SHAPING THE FUTURE OF IT
URBAN FELLOWS
The Memphis Urban Fellows Program (MUFP) is a highly selective, year-round initiative that offers college students the opportunity to intern with
various divisions of the City of Memphis Government. Our mission is to develop the change agents of tomorrow, future City of Memphis leaders,
and enhance the interaction of area college students with City government, all in support of retaining the best and brightest talent for Memphis.
Eriel Traywick worked with Service Delivery
department OER Projects in updating Excel
spreadsheets and imaging computer devices.

Koung Nonhprasit
worked with General
Apps and created a
SharePoint site for
the Public Works
department.

Shahzad Hussain Merchant worked with the GIS
Team to analyze census data and build
visualizations.
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SERVICE DELIVERY DATA
Purchase Requests by Division

Technology Service Desk
Call Volume
4,500
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0

Quote Requests by Division

Criticals/Enhancements/Projects
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Enhancement Requests

Critical Tickets

Project Requests
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CONTACT US

Get in touch

Call us
901.636.6229

Ask a question
CIO@MemphisTN.gov

Learn about us

Visit us
City of Memphis
Information Technology Division
119 S. Main Street, Suite 200
Memphis, TN 38103

ITD website

Connect and stay informed

Twitter

LinkedIn

Instagram
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